Desktop experience Server 2016

Server 2016 installation with GUI is the Microsoft installation of Desktop
Experience. This is a guide for customizing the desktop.

Note — This document is provided as guidance for System Administrator to
“lockdown” the user Desktops. We make no assurance that this will provide you
with an exact environment that you are looking for, but some instructions to
provide guidance as a step in the right direction. We advise you to have a backup
of you environment as incorrect application of these steps could cause you to lock
yourself out as administrator or change Group Policy that may not be in
compliance with your organizational policy.

The below steps are technically advanced, they require knowledge of Active
Directory and Group Policy administration. You should be comfortable with the
use of the tools listed below before taking these steps.

Start Screen Layout
Specifies the Start screen layout for users.

This setting lets you specify the Start screen layout for users and prevents them from changing its
configuration. The Start screen layout you specify must be stored in an XML file that was
generated by the Export-StartLayout PowerShell cmdlet.

To use this setting, you must first manually configure a device's Start screen layout to the desired
look and feel. Once you are done, run the Export-StartLayout PowerShell cmdlet on that same
device. The cmdlet will generate an XML file representing the layout you configured.

Once the XML file is generated and moved to the desired file path, type the fully qualified path
and name of the XML file. You can type a local path, such as C:\StartLayouts\myLayout.xml or
a UNC path, such as \\Server\Share\Layout.xml. If the specified file is not available when the
user logs on, the layout won't be changed. USERS CANNOT CUSTOMIZE THEIR

START SCREEN WHILE THIS SETTING IS ENABLED.

If you disable this setting or do not configure it, the Start screen layout won't be changed and
users will be able to customize it.



Creating a Start Layout file

This is one method to use in creating a Start Layout xml file that can be used in
Group Policy to provide a template Desktop lay for your users.

References -- https://technet.microsoft.com/en-us/library/dn467928.aspx

https://community.spiceworks.com/how to/120169-so-you-need-
to-lock-down-your-2012-r2-rds-server

Customize the Start screen on your test computer

To prepare a Start screen layout for export, you simply customize the Start screen on a test
compulter.

To prepare a test computer

1. Set up a test computer on which to customize the Start screen. Your test computer should
have the operating system that is installed on the users’ computers. Install all apps and
services that the Start screen should display.

2. Create a new user account that you will use to customize the Start screen layout.

To customize the Start screen

1. Sign in to your test computer with the user account that you created.
2. Customize the Start screen as you want users to see it by using the following techniques:
o Pin apps to the Start screen. From the Start screen, type the name of the app. When the
app appears in the search results, right-click the app, and then click Pin to Start.

To view all apps, click the Down arrow in the bottom-left corner of the Start screen.
Right-click any app, and pin or unpin it from the Start screen. When you finish, click the
arrow again to display the default Start screen.

o Unpin apps that you don’t want to display. To unpin an app, right-click the app, and then
click Unpin from Start.


https://technet.microsoft.com/en-us/library/dn467928.aspx
https://community.spiceworks.com/how_to/120169-so-you-need-to-lock-down-your-2012-r2-rds-server
https://community.spiceworks.com/how_to/120169-so-you-need-to-lock-down-your-2012-r2-rds-server

Drag tiles on the Start screen to reorder or group apps.

Create your own app groups. Drag the apps to an empty area. To name a group, right-
click a tile. Then type the name over the Name group label in the gray bar that appears
above the group.

For more information, see Personalize the Start Screen.

To export the Start screen layout to an .xml file

1. From the Start screen, open Windows PowerShell.
2. At the Windows PowerShell command prompt, enter the following command:

o

Below is a sample and is dependent on the version of Power Shell on you
Operating System

export-startlayout -path <path><file name>.xml -as xml

| used Power shell command export-startlayout c:\logs\testfile.xml

In the previous command:

@)

-path IS a required parameter that specifies the path and file name for the export
file. You can specify a local path or a UNC path (for example,
\\FileServer01\StartLayouts\StartLayoutMarketing.xml).

The file must be accessible on the local computer when a user signs in (the user
must have Read-only access). If the file is not available, the Start screen layout is
not deployed during that session, and the user can make changes to the Start
screen.

If you plan to deploy a GPO that customizes Start screen layouts for domain
users, store the .xml file in shared network storage that all of the users can access.

Use a file name of your choice—for example, StartLayoutMarketing.xml. Include
the .xml file name extension. The Export-StartLayout cmdlet does not append
the file name extension, and the policy settings require one.

-as xml Saves the layout in the .xml file format that the Start Screen Layout
policy settings require.


http://windows.microsoft.com/en-us/windows-8/start-screen

To Import the Start screen layout
Customize Windows 8.1 Start Screens by Using Group Policy

Published: October 3, 2013
Updated: October 18, 2013
Applies To: Windows 8.1

In Windows 8.1 Enterprise, you can use a Group Policy Object (GPO) to deploy a customized
Start screen layout to users in a domain. No reimaging is required, and the Start screen layout
can be updated simply by overwriting the .xml file that contains the layout. This enables you to
customize Start screen layouts for different departments or organizations, with minimal
management overhead.

This topic describes how to customize the Start screen, export the Start screen layout, and update
Group Policy settings to display the new layout when the users sign in. By creating a domain-
based GPO with these settings, you can deploy a customized Start screen layout to users in a
domain. When a default Start screen layout is imported with this method, the users cannot pin,
unpin, or uninstall apps from the Start screen. Users can view and open all apps in the All Apps
view, but they cannot pin any apps to the Start screen.

Operating system requirements

Start screen control is supported in the Windows 8.1 Enterprise operating system, the Windows
RT 8.1 operating system with sideloading enabled, and in all editions of the Windows Server
2012 R2 operating system. Start screen control is not supported in the Windows 8.1 Pro
operating system and the Windows 8.1 operating system.

In Windows RT 8.1, you can use local policy settings, but only if you turn on the Group Policy
Client service. For more information, see Local Group Policy support for Windows RT. If the
service is not enabled, you must set the corresponding registry values directly.

The GPO can be configured from any computer on which the necessary ADMX and ADML files
(StartMenu.admx and StartMenu.adml) for Windows 8.1 and Windows Server 2012 R2 are
installed. In Group Policy, ADMX files are used to define Registry-based policy settings in the
Administrative Templates category. To find out how to create a central store for Administrative
Templates files, see article 929841 in the Microsoft Knowledge Base.

How Start screen control works


https://technet.microsoft.com/en-us/library/2e7bfa32-9fa9-4031-8160-d3a8c526df8d(v=ws.11)#BKMK_WinRT
http://support.microsoft.com/kb/929841/en-us

Two new features enable Start screen control:

e The new Export-StartLayout cmdlet in Windows PowerShell exports a description of the current
Start screen layout in .xml or .bin file format.

e In Group Policy, you can use the new Start Screen Layout settings for the Start Menu and
Taskbar administrative template to import a Start screen layout from an .xml file when the users

sign in.

Two registry values (for either the current user or the computer) are set when the policy settings
are enabled. Procedures in this topic set the registry values for the current user, on the following
path:

e HKEY_CURRENT_USER\Software\Policies\Microsoft\Windows\Explorer\LockedStartLayout

e HKEY_CURRENT_USER\Software\Policies\Microsoft\Windows\Explorer\StartLayoutFile

Tasks described in this topic

This topic describes how to perform the following tasks:

e Customize the Start screen on your test computer

e Export the Start screen layout

e Use Group Policy to import a customized Start screen layout on the local computer

e Use Group Policy to deploy a customized Start screen layout in a domain

e Update a customized Start screen layout

Note

To find out how customize the Start screen to include your line-of-business apps when you deploy
Windows 8.1, Windows 8 Enterprise, Windows 8 Pro (on a domain-joined computer), Windows Server
2012 R2, or Windows Server 2012, see Customize the Start Screen.



https://technet.microsoft.com/en-us/library/dn467928.aspx#BKMKCustomizeStartScreen
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https://technet.microsoft.com/en-us/library/dn467928.aspx#BKMK_UpdateStartScreenLayout
https://technet.microsoft.com/library/jj134269

Customize the Start screen on your test computer

To prepare a Start screen layout for export, you simply customize the Start screen on a test

computer.

To prepare a test computer

1. Set up atest computer on which to customize the Start screen. Your test computer should
have the operating system that is installed on the users’ computers (Windows 8.1
Enterprise, Windows RT 8.1, or Windows Server 2012 R2). Install all apps and services
that the Start screen should display.

2. Create a new user account that you will use to customize the Start screen layout.

To customize the Start screen

1. Sign in to your test computer with the user account that you created.
2. Customize the Start screen as you want users to see it by using the following techniques:

@)

Pin apps to the Start screen. From the Start screen, type the name of the app. When the
app appears in the search results, right-click the app, and then click Pin to Start.

To view all apps, click the Down arrow in the bottom-left corner of the Start screen.
Right-click any app, and pin or unpin it from the Start screen. When you finish, click the
arrow again to display the default Start screen.

Unpin apps that you don’t want to display. To unpin an app, right-click the app, and then
click Unpin from Start.

Drag tiles on the Start screen to reorder or group apps.

Create your own app groups. Drag the apps to an empty area. To name a group, right-
click a tile. Then type the name over the Name group label in the gray bar that appears
above the group.

For more information, see Personalize the Start Screen.



http://windows.microsoft.com/en-us/windows-8/start-screen

Export the Start screen layout

When you have the Start screen layout that you want your users to see, use the Export-
StartLayout cmdlet in Windows PowerShell to export the Start screen to an .xml file.

To export the Start screen layout to an .xml file

=

From the Start screen, open Windows PowerShell.
At the Windows PowerShell command prompt, enter the following command:

export-startlayout -path <path><file name>.xml -as xml

In the previous command:

-path is a required parameter that specifies the path and file name for the export file.
You can specify a local path or a UNC path (for example,
\\FileServer01\StartLayouts\StartLayoutMarketing.xml).

The file must be accessible on the local computer when a user signs in (the user must
have Read-only access). If the file is not available, the Start screen layout is not deployed
during that session, and the user can make changes to the Start screen.

If you plan to deploy a GPO that customizes Start screen layouts for domain users, store
the .xml file in shared network storage that all of the users can access.

Use a file name of your choice—for example, StartLayoutMarketing.xml. Include the
xml file name extension. The Export-StartLayout cmdlet does not append the file name
extension, and the policy settings require one.

-as xml saves the layout in the .xml file format that the Start Screen Layout policy
settings require.

Use Group Policy to import a customized Start screen layout
on the local computer

You can use the Local Group Policy Editor to provide a customized Start screen layout for any
user who signs in on the local computer. To display the customized Start screen for any user who



signs in, update the user configuration, configuring Start Screen Layout policy settings for the
Start Menu and Taskbar administrative template.

To use local policy settings in Windows RT 8.1, you must turn on the Group Policy Client
service. For more information, see Local Group Policy support for Windows RT. If the service is
not enabled, you must set the corresponding registry values (discussed earlier, in How Start
screen control works).

Note

Note:

This procedure applies the policy settings on the local computer only. For information about deploying
the Start screen layout to users in a domain, see Use Group Policy to deploy a customized Start screen
layout in a domain, later in this topic.

To configure Start Screen Layout policy settings in Local Group Policy Editor

1. On the test computer, open Local Group Policy Editor. To do this, open a command
prompt from the Start screen, and type gpedit.

2. Todisplay the Start Menu and Taskbar administrative template, in the console tree,
under User Configuration, expand Administrative Templates, and then click Start
Menu and Taskbar. The following graphic shows this menu.
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3. Right-click Start Screen Layout in the right pane, and click Edit.
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This opens the Start Screen Layout policy settings, which are shown in the following
graphic.
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4. To enable the customized Start screen layout on the computer, enter the following
settings, and then click OK:
1. Select the Enabled option.

2. Under Options, specify the path to the .xml file that contains the Start screen layout.
For example, type C:\Users\Test01\StartScreenMarketing.xml.

3. Optionally, enter a comment to identify the Start screen layout.

Important

If you disable Start Screen Layout policy settings that have been in effect, you must update the
Last Modified date on the .xml file before you can enable the policy settings. This is a known
issue in Windows 8.1 Enterprise. In Windows PowerShell, you can update the date on a file by
running the following command:

(1s <path>) .LastWriteTime = Get-Date

This procedure adds the customized Start screen layout to the user configuration, which

overrides any Start screen layout settings in the local computer configuration when a user signs
in on the computer.



Use Group Policy to deploy a customized Start screen layout
In a domain

To deploy the Start screen layout to users in a domain, use the Group Policy Management
Console (GPMC) to configure a domain-based Group Policy Object (GPO) that sets Start
Screen Layout policy settings in the Start Menu and Taskbar administrative template for
users in a domain. The GPO deploys the Start screen layout at the next user sign-in.

The GPO can be configured from any computer on which the necessary ADMX and ADML
files (StartMenu.admx and StartMenu.adml) for Windows 8.1 and Windows Server 2012 R2 are
installed.

The .xml file with the Start screen layout must be located on shared network storage that is
available to the users’ computers when they sign in (the users must have Read-only access to
the file). If the file is not available at sign-in, the Start screen is not customized during the
session, and the user can make changes to the Start screen.

For information about deploying GPOs in a domain, see Working with Group Policy Objects.

Update a customized Start screen layout

After you use Group Policy to import a customized Start screen layout on a computer or in a
domain, you can update the layout simply by replacing the .xml file that is specified in the Start
Screen Layout policy settings.

To change the Start screen layout imported by Start Screen Layout policy
settings

1. Customize the Start screen on your test computer the way that you want it to look for
users.
2. Run the Export-StartLayout cmdlet, with the following format, to export the new Start

screen layout to an .xml file that overwrites the original file:export-startiayout -
path <path><file name>.xml -as xml

That’s all you need to do. The next time the users sign in to their computers, the GPO will
import the new Start screen layout.

10


https://technet.microsoft.com/library/cc731212.aspx

Editing Group Policy for Lockdown

Hold down the Windows Key and tap the “R” key. This will open the
Run dialogue box. Type MMC and press Enter

I Run >

=7  Typethe name of a program, folder, document, or Internet
=1 resource, and Windows will open it for you.

Open: | R -

E; This task will be created with administrative privileges.

QK Cancel Browse...

In MMC the — Click File then Add \Remove Snap-in this will bring up a
list of available Snap in’s.

Consolel - [Console Root]
File Action View Favorites Window Help

= Mew Ctrl+M
= Open... Ctr+Q
I Save Ctrl+5
Save As...
Add/Remaove Snap-in... Ctrl+M
Options...

1 CAWindows\systemn 32\ eventvwr

2 Ch\Windows\System32\ gpedit

3 ChA\Windows\systern32\compmgmt
4 Ch\Windows\system 324 lusrmgr

Exit
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3. Scroll down the list until you see Group Policy Object... and click that then hit the Add
button in the middle. This will launch the wizard to allow you to choose the local groups
you want the policy to apply too

Add er Remove Snap-ins

You can select snap-ns for this console from those available on your computer and configure the
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins; Selected snap-ins:
Snap-in Vendor 2 [7] Console Root
=] ActiveX Contral Micrasoft Cor...

Authorization Manager Microsoft Caor...
G Certificates Microsoft Car...

£ H Component Services Microsoft Cor...
;é‘ Computer Managem... Microsoft Cor...

H Device Manager Microsoft Car... E}
a Disk Management Microsaft and...
@ Event Viewer Microsaft Car...
" | Folder Microsoft Cor...
' Group Policy Object ... JElageEsiggas g
.g IP Security Maonitor Microsoft Car...
@, IP Security Policy M...  Microsoft Caor...
% !_ink. b:u_ 'I."'.I':Eb Address I_'~'F|:rnsn1:'.t EEDF. T
Description:
. | This snap-in allows you to edit the local Group Policy Objects stored on a computer.
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4. Click the browse button under Local Computer. Click the tab for Users and then you will

see your local users and two groups.
Select Group Policy Object

Welcome to the Group Policy Wizard

Local Group Policy Objects are stored on the local
computer.

lse the Browse button to select one of the Group Paolicy
Objects.

Group Policy Object:

| Local Computer |

[] Allow the focus of the Group Policy Snap4n to be
changed when launching from the command line. This
onlty applies if you save the console.

< Back Cancel
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5. On the Browse for a Group Policy Object, Select the Users Tab and
select Non-Administrators and Ok

LMU LR o ALY

m
m
m

i

Welcome to the Group Policy Wizard

—
Browse for a Group Policy Object ? >
Computers | Usars
Local Users and Groups compatible with Local Group Palicy:

MName Group Policy Object Exists
A Administrator Mo
A Default Account Mo
A Studert1 Ma
A Student2 Ma
i Administrators Ma

Mon-Administrators Mo

Cancel
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6. With Group Policy Object Local Computer\Non-Administrators

selected, click finish
Select Group Policy Object

Welcome to the Group Policy Wizard

Local Group Policy Objects are stored on the local
computer.

lUse the Browse button to select one of the Group Policy
Ohjects.

Group Policy Object:
Local ComputersMon-Administrators |

Browse. ..

[] Allow the focus of the Group Policy Snap-in to be
changed when launching from the command line. This
onlty applies if you save the console.

< Back Finish Cancel
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7. Repeat the steps 4, 5 and 6 to add Administrators

What you will do is add a Group Policy Object for each group... one for Administrators and one for
Non-Administrators. We do this by just repeating the steps above for both groups and you will
end up with two Group Policy Objects under Console Root in the Selected Snap-In's Pane on the

right side.

Then we can get to setting the various options to get the lock down we want.

Add or Remove Snap-ins

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Available snap-ins:

Snap-in

= |ActiveX Contral

(¥ Certificates
cH Component Services

HDevice Manager
e Disk Management
@ Event Viewer

"I Folder
8, 1P Security Monitor

=] Link to Web Address
V. .-

Auﬂworization Manager

;é' Computer Managem...

E:r Group Policy Object ...

8 1P Security Policy M...

Vendor

Micresoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft and. ..
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...

Description:

Selected snap-ins:
[ console Root Edit Extensions. ..
_E,J’ Local Computer\Administrators
|=[ Local Computer \Non-Administrz Remave
Move Up
Maove Down
< > Advanced...

This snap-in allows you to edit the local Group Policy Objects stored on a computer.

0K Cancel
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Now you need to step through each of those settings under Administrative Templates for the Non-
Administrators and Administrators Group Policy Object; and set either enabled or disabled there is a
sample CSV file copied from https://community.spiceworks.com/how_to/120169-s0-you-need-to-lock-
down-your-2012-r2-rds-server that is available at INSERT CSV LINK HERE. The list is also at the end of
this document.

For the Start menu XML settings you can store that file anywhere, on the domain under SysVol, on the
local drive or on a network share. | usually put it in the Windows folder and just call the path
C:\Windows\Startmenu.xml in the GPO. Seems to work faster for load times with lots of users when it is
local.

a Consolel - [Console Root\Local ComputeriMon-Administrators Policy\User Configuration\Administrative Ternplates\All Settings]
File Action View Favorites Window Help
ez BE T

| Console Root . All Settings
&
= Local Computer\Administrators Policy . - . Setti - Stat C t
v =] Local Computer\Non-Administrators Policy Select an itern to view its description. ing ate ommen

~ %, User Configuration |==] \Net Framework Configuration Mot configured No
1 Software Settings Ability to change properties of an all user remote access con.. Mot configured No
~ ] Windows Settings bility to delete all user remote access connections Not configured No
| Seripts (Logon/Logoff) bility to Enable/Disable a LAM connection Not configured No
i Security Settings Ability to rename all user remote access connections Not configured No
ol Policy-based QoS
= Deployed Printers
~ | Administrative Templates
| Control Panel
| Desktop
| Metwork
=l
=l

bility to rename LAM connections Mot configured Mo
Ability to rename LAM connections or remote access conne... Mot configured No
ccess 2013 backup only Mot configured MNo
ccess 2016 backup only Mot configured MNo
Access data sources across domains Mot configured Mo
ccess data sources across domains Not configured No
Shared Folders

ccess data sources across domains Not configured No
Start Menu and Taskbar

= Syt Access data sources across domains Mot configured No
em .
j “): d ¢ " ccess data sources across domains Mot configured No
indows Components
= . P MAccess data sources across domains Mot configured MNo
- All Settings

ccess data sources across domains Mot configured Mo
ccess data sources across domains Mot configured No
Access data sources across domains Not configured No
ccess data sources across domains Mot configured Mo
cticn on server disconnect Mot configured No
Active Directory Domains and Trusts Mot configured MNo
ctive Directory Sites and Services Mot configured MNo
ctive Directory Users and Computers Mot configured No
ActiveX Control Not configured No
dd "Run in Separate Memory Space” check box te Run dial...  Not configured No
Add a specific list of search providers to the user's list of sea...  Not configured No
dd default Accelerators Mot configured MNo
|i=| Add Logoff to the Start Menu Mot configured MNo

17


https://community.spiceworks.com/how_to/120169-so-you-need-to-lock-down-your-2012-r2-rds-server
https://community.spiceworks.com/how_to/120169-so-you-need-to-lock-down-your-2012-r2-rds-server

You will need to switch over to Server Administrator User Groups for this step

You can use the default Domain Admins and Domain Users groups to apply these settings but most
deployments require a narrower focus. So creating two Universal Security Groups, One for the Admins of
the vSpace server and one for the Users might be better. For the purpose of this guide NComputing-
Admins and NComputing-Users as the group names. This can be whatever you want it to be just make it
obvious in the name what it is for.

Open Computer Management from the Administrative Tools in Control Panel to get to the local group list
as shown in the screenshot.

Then add the appropriate users to each group then add those universal groups | just created to the

appropriate Local Security group on the vSpace server. Add NComputing-Admins to the Local

Administrators Group and NComputing-Users to the Local Users Group.

Open Computer Management from the Administrative Tools in Control Panel to get to the local group list
as shown in the screenshot.

2 Computer Management

File Action View Help

e | rE o= HE

& Computer Management (Local
v [["f System Tools
@ Task Scheduler
2] Event Viewer
| Shared Folders
v @ Local Users and Groups
| Users
| Groups
'@\ Performance
;.l}; Device Manager
~ 25 Storage
@9 Windows Server Backug
= Disk Management
:?;3 Services and Applications

Name

il Access Control Assist...
el Administrators

il Backup Operators

i Certificate Service DC..
%:Cryptngraphic Operat...
3 Distributed COM Users
%: Event Log Readers
%:Guest;

%: Hyper-V Administrators
B 115_IUsRs

%:Netwnrk Configuratio...
%:Performance Log Users
%:Performance Menitor ...
%:Power Users

%:Print Operators

$: RDS Endpoint Servers
%:RDS Management Ser...
$: RDS Rernote Access 5.
$: Remote Desktop Users
%Remote Management...
$: Replicator

$: Storage Replica Admi...
$: Systermn Managed Acc...
%Users

%INComputmg-Admms

Description

Members of this group can remot...
Administrators have complete an...
Backup Operators can override se...
Members of this group are allowe...
Members are authorized to perfor...
Members are allowed to launch, a...
Members of this group can read e...
Guests have the same access as m...

Members of this grod o

Mew Group
Built-in group used b)
Members in this grou
Members of this grou
Members of this grou Description:

Power Users are inclu
Members:

Group name:

Actions
Groups

Mare Actions

Mernbers can admini|
Servers in this group 1
Servers in this group ¢
Servers in this group ¢
Members in this grou
Members of this grou
Supports file replicati)
Members of this grou

Members of this grou

Users are prevented fi Add_

Help
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Remove

x ,7
|NCOmerling-Users |
| [
access con.. |
ns [
[
lons [
Select Users, Computers, Service Accounts, or Groups *
Select this object type:
|Users, Service Accounts, or Groups | Object Types..
From this location
|vSpaceNashDC.\ccaI | Locations..
Enterthe object names to select (Examples):
Student 1] Check Names
Advanced... Cancel




Set the Administrators Group Policy Object settings

Switch back to Group Policy Template editor

only add settings like adding Run to the Start menu, etc... Basically leave everything Not Configured. This
seems to work fine for Admins in most deployments

Consolel - [Console Root\Local ComputerAdministrators Pelicy'\User Configuration\Administrative Templates\All Settings]

@File Action View Favorites  Window Help
s nm = HE T

| Consele Root .. All Settings
v = Local Computer\Administrators Policy -

~ %, User Configuration
| Software Settings
| Windows Settings
w || Administrative Templates
| Control Panel
| Desktop
| Network
| Shared Folders
| Start Menu and Taskbar
System
Windows Components
L2 All Settings

v = Local Computer\Mon-Administrators Pelicy

w % User Configuration
| Software Settings
w [ Windows Settings
=] Scripts (Logen/Logoff)
T Security Settings
ully Policy-based QoS
= Deployed Printers
w || Administrative Templates
~| Control Panel
| Desktop

| Network
| Shared Folders
Start Menu and Taskbar
System
Windows Components

All Settings

Add the Run command to the Start
Menu

Edit policy setting

Requirements:
Windows Server 2008, Windows 7,
and Windows Vista

Description:

If you enable this setting, the Run
command is added to the Start
menu. If you disable or do not
configure this setting, the Run
command is not visible on the Start
menu by default, but it can be added
from the Taskbar and Start menu
properties, If the Remove Run link
from Start Menu policy is set, the Add
the Run command to the Start menu
policy has no effect.
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Setting
2] Ability to rename LAN connections or remote acce

=] Access 2013 backup only
=| Access 2016 backup only

=] Access data sources across dormains
=] Access data sources across domains
\iz] Access data sources across domains

iz Access data sources across domains

=| Access data sources across domains

IE_'I
=] Access data sources across dormains

iz Access data sources across domains

=] Access data sources across domains
|iz] Access data sources across dormains
iz Access data sources across domains
|i=] Action on server disconnect

\iz] Active Directory Domains and Trusts
\iz| Active Directory Sites and Services

2] Active Directory Users and Computers

iz| ActiveX Control

lEz]
iz Add "Run in Separate Memory Space” check box te
|| Add a specific list of search providers to the user's
|i2] Add default Accelerators

|iz] Add Logoff to the Start Menu

\iz| Add non-default Accelerators
Add Search Internet link to Start Menu

Add the Run command to the Start Menu

i| Add/Delete iterns

=

iz| Add-on List

i



Set the Group Policy setting for Non-Administrators as desired using the built in Template. Guide at

bottom of document as a sample

Consclel - [Console Root\Local Computer\Non-Administrators Policy\User Configuration\Administrative Templates\All Settings]

E File Action View Favorites Window Help

o= | D= HBHE T

| Console Root
v = Local Computer\Administrators Policy
v 4, User Configuration
| Software Settings
~| Windows Settings
~ [ | Administrative Templates
| Control Panel
~| Desktop
| Metwark
~| Shared Folders
~| Start Menu and Taskbar
| System
| Windows Components
14 All Settings
v =[ Local Computer\Mon-Administrators Pelicy
w 4% User Configuration
| Software Settings
~ [ ] Windows Settings
=] Scripts (Logon/Logoff)
T Security Settings
ally Pelicy-based Qo5
= Deployed Printers
~ [ ] Administrative Templates
| Control Panel
| Desktop
| Metwark
| Shared Folders
| Start Menu and Taskbar
| System
~| Windows Compenents
_;_. All Settings

. All Settings

Select an itemn to view its description.
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Setting

|z \Met Framework Configuration

|==] Ability to change properties of an all user remote access o
|=] Ability to delete all user remote access connections

|=] Ability to Enable/Disable a LAN connection

|=] Ability to rename all user remote access connections

=] Ability to rename LAM connections

|=] Ability to rename LAM connections or remote access conn
=] Access 2013 backup only

|i=] Access 2016 backup only

=] Access data sources across domains

|2 Access data sources across domains

|iz| Access data sources across domains

|2 Access data sources across domains

|z Access data sources across domains

|2 Access data sources across domains

|z Access data sources across domains

\==] Access data sources across domains

|z Access data sources across domains

=] Access data sources across domains

|=] Action on server disconnect

=] Active Directory Domains and Trusts

|=] Active Directory Sites and Services

|=| Active Directory Users and Computers

|=] ActiveX Control

|| Add "Run in Separate Memory Space” check box to Run di
|z Add a specific list of search providers to the user's list of se
|iz| Add default Accelerators

|z Add Logoff to the Start Menu

|i=] Add non-default Accelerators



When completed, On the MMC Window Select File, Save As, and save the MMC Snapin as NComputing
GPO Editor to enable quick access to these settings as you will likely change it many times until you get it

the way you would like

“onsolel - [Console Root\Local Computer\Non-Administrators

& File Action View Favorites Window Help
e n@ = HE Y

| Console Root
v = Local Computer\Administrators Policy
~ @, User Configuration
| Software Settings
| Windows Settings
~ | Administrative Templates
| Control Panel
_| Desktop
~| MNetwork
| Shared Folders
| Start Menu and Taskbar
| System
| Windows Components
_\_‘ All Settings
v =] Local Computer\Non-Administrators Policy
w &, User Configuration
| Software Settings
v | Windows Settings
= Scripts (Logon/Logoff)

T Security Settings

i Policy-based QoS

= Deployed Printers

w || Administrative Templates

| Control Panel
| Desktop
| Metwork
| Shared Folders
| Start Menu and Taskbar

| System

- All Settings

Select an item to view its description.

Setting State

Met Framework Configuration Mot configured

Save As *
Save in: | Windows Administrative Tools v| G ? ® [E-
~
I Name Date moedified Type
Me items match your search.

Quick access

Desktop

"
Libraries

g

This PC

@ .

Metwork

File name: MComputing GPO Editor] ~ | I Save

Save as type: Microsoft Management Console Files ("msc)  ~ Cancel

=T =

(| Add "Run in Separate Memory Space” check box to Run dial... Mot configured
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Path

\Start Menu and Taskbar
\Start Menu and Taskbar
\Start Menu and Taskbar

\System\Removable Storage Access
\Control Panel

\Start Menu and Taskbar

\Start Menu and Taskbar

\Start Menu and Taskbar

\Windows Components\Internet
Explorer

\Windows Components\Internet
Explorer\Internet Control Panel
\Start Menu and Taskbar

\Start Menu and Taskbar

\Start Menu and Taskbar

\Start Menu and Taskbar

\Start Menu and Taskbar

\Start Menu and Taskbar

\Start Menu and Taskbar

\Start Menu and Taskbar
\Control Panel\Personalization
\Start Menu and Taskbar
\Control Panel\Programs
\Control Panel\Programs
\Control Panel\Programs
\Control Panel\Programs
\Control Panel\Programs
\Control Panel\Programs
\Start Menu and Taskbar
\Control Panel\Programs
\System\User Profiles

\Start Menu and Taskbar
\Start Menu and Taskbar
\Control Panel\Printers
\Control Panel\Personalization
\Control Panel\Personalization

Sample Settings

Setting

Add Logoff to the Start Menu

Add Search Internet link to Start Menu
Add the Run command to the Start Menu

All Removable Storage classes: Deny all access

Always open All Control Panel Items when opening Control Panel
Clear history of recently opened documents on exit

Clear history of tile notifications on exit

Clear the recent programs list for new users

Disable changing connection settings

Disable the Connections page

Do not allow pinning programs to the Taskbar

Do not allow pinning Store app to the Taskbar

Do not display any custom toolbars in the taskbar

Do not display or track items in Jump Lists from remote locations
Do not keep history of recently opened documents

Do not search communications

Do not search Internet

Do not use the search-based method when resolving shell
shortcuts

Enable screen saver

Go to the desktop instead of Start when signing in

Hide "Get Programs" page

Hide "Installed Updates" page

Hide "Programs and Features" page

Hide "Set Program Access and Computer Defaults" page
Hide "Windows Features"

Hide "Windows Marketplace"

Hide the notification area

Hide the Programs Control Panel

Limit profile size

Lock all taskbar settings

Lock the Taskbar

Point and Print Restrictions

Prevent changing color and appearance

Prevent changing color scheme
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State

Enabled
Disabled
Disabled

Enabled
Enabled
Enabled
Enabled
Enabled

Enabled

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Enabled
Disabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Disabled
Enabled
Enabled



\Control Panel\Personalization
\Control Panel\Personalization
\Control Panel\Personalization
\Control Panel\Personalization
\Control Panel\Personalization
\Control Panel\Personalization
\Windows

Components\NetMeeting\Application
Sharing

\Start Menu and Taskbar
\Start Menu and Taskbar
\Start Menu and Taskbar
\Start Menu and Taskbar
\Start Menu and Taskbar
\Control Panel\Personalization
\Start Menu and Taskbar
\Start Menu and Taskbar

\Start Menu and Taskbar
\Start Menu and Taskbar
\Start Menu and Taskbar
\Start Menu and Taskbar
\Start Menu and Taskbar
\Start Menu and Taskbar
\Start Menu and Taskbar
\Start Menu and Taskbar
\Start Menu and Taskbar
\Start Menu and Taskbar
\Start Menu and Taskbar
\Start Menu and Taskbar
\Start Menu and Taskbar
\Start Menu and Taskbar
\Start Menu and Taskbar
\Start Menu and Taskbar
\Start Menu and Taskbar
\Desktop

\Start Menu and Taskbar
\Start Menu and Taskbar
\Start Menu and Taskbar
\Start Menu and Taskbar
\System\Ctrl+Alt+Del Options
\Start Menu and Taskbar
\Start Menu and Taskbar

Prevent changing desktop background

Prevent changing mouse pointers

Prevent changing screen saver

Prevent changing sounds

Prevent changing theme

Prevent changing visual style for windows and buttons

Prevent Desktop Sharing
Prevent users from adding or removing toolbars

Prevent users from moving taskbar to another screen dock location

Prevent users from rearranging toolbars

Prevent users from resizing the taskbar

Prevent users from uninstalling applications from Start
Prohibit selection of visual style font size

Remove access to the context menus for the taskbar
Remove All Programs list from the Start menu

Remove and prevent access to the Shut Down, Restart, Sleep, and

Hibernate commands

Remove Balloon Tips on Start Menu items

Remove Default Programs link from the Start menu.
Remove Downloads link from Start Menu

Remove Favorites menu from Start Menu

Remove frequent programs list from the Start Menu
Remove Games link from Start Menu

Remove Help menu from Start Menu

Remove Homegroup link from Start Menu

Remove links and access to Windows Update
Remove Music icon from Start Menu

Remove Network Connections from Start Menu
Remove Network icon from Start Menu

Remove Pictures icon from Start Menu

Remove pinned programs from the Taskbar
Remove Recent Items menu from Start Menu
Remove Recorded TV link from Start Menu

Remove Recycle Bin icon from desktop

Remove Run menu from Start Menu

Remove Search Computer link

Remove Search link from Start Menu

Remove See More Results / Search Everywhere link
Remove Task Manager

Remove the "Undock PC" button from the Start Menu
Remove the Action Center icon
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Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled



\Start Menu and Taskbar
\Start Menu and Taskbar
\Start Menu and Taskbar
\Start Menu and Taskbar
\Start Menu and Taskbar
\Control Panel

\Start Menu and Taskbar
\Start Menu and Taskbar
\Start Menu and Taskbar
\Start Menu and Taskbar
\Start Menu and Taskbar
\Start Menu and Taskbar
\Start Menu and Taskbar

Remove the battery meter

Remove the networking icon

Remove the volume control icon

Remove Videos link from Start Menu

Show "Run as different user" command on Start
Show only specified Control Panel items

Show QuickLaunch on Taskbar

Show Windows Store apps on the taskbar

Start Screen Layout

Turn off all balloon notifications

Turn off automatic promotion of notification icons to the taskbar
Turn off feature advertisement balloon notifications
Turn off notification area cleanup
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Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Disabled
Disabled
Enabled
Enabled
Enabled
Enabled
Enabled



